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31st October 2019 at CIP mini-summit, Lyon, France
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The CIP project
and
security working group
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What is the “CIP” project

To establish a “base layer”

% of iIndustrial-grade tooling

CIVIL using the Linux kernel and other
INFRASTRUCTURE  open source projects
— PLATFORM ——
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The key challenges

* Apply loT concepts to
industrial systems.

* Ensure quality and
longevity of products.

* Keep millions of
connected systems secure.

+ Reliability
« Functional Safety
+ Real-time capabilities

* Product life-cycles
of decades

* Backwards compatibility §
« Standards |

« Security & vunerability
managment

« Firmware updates
* Minimize risk of regressions |




What is “OSBL” il

Industrial grade

company-specific middleware and applications

Sustainability
Security ' additional
packages
(hundreds)

CIVIL CIP C k
INFRASTRUCTURE ore packages
PLATFORM

CIP kernel

(10+ years maintenance, based on LTS kernels)

open source base layer (OSBL)
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Collaborative development with other OSS projects il

Contribute, Collaborate and use by CIP

Upstream Q sﬁ (Odebian QAL s yocto. A @
Projects | mainline LTS ‘: Jailhouse
é)ll.'lm;l'x @ 87:““"!'“ EOGEMCFOUNDRY pﬂﬁ, hawkBit

o Upstream first ‘9 Use the upstream code
4 ‘ N

CIVIL
INFRASTRUCTURE
@ —— PLATFORM —j o Upstream first

‘9 Integrate
CIP Open Source Base Layer (OSBL)

‘ CIVIL
.\| INFRASTRUCTURE Osaka NDS Embedded Cross Online Forum #12 7
L

.

PLATFORM

s 2



Scope of activities il

App container App Framework Tk Concepts
infrastructure (mid-term) (optionally, mid-term) _ ' P
Build environment Func_ﬁmal safety
Domain Specific communication shared config. timedi (e.g. bitbake, dpkg) :archltecturef strategy,
(e.g. OPC UA) & logging Multimedia including compliance

y ] w) standards (e.g., NERC
Middleware/Libraries CIP. IEC61308)
Long-term support
. security patch o

User space

tools

management

Safe & Securs . | . i
Undate 6 Monitoring B security i Configuration Standardization
8 : management collaborative effort with

. : Real-time f athers
9 Real-time support safe virtualization Device management

[update, download)

License clearing

Linux Kernel
Application life- Expost Control
o Super Long Term Supported Kernel (STLS) cycle management ET:;iﬁ mi;']u:n

Product development
and maintenance

Kernel space
A—

On-device software stack
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IEC 62443 certification
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New shape of industry

Be standard, be open
for cyber security in industry 4.0

Features:
= Evolving continuously without perfection
= Realize new functions by connecting
= Geographically distributed

Connected

o AN AR
World @U ........ @; .............. \\E%)

Smart |
Factory f

Nl C N
Smart : o il - .
Products é?gy“aﬁz’khJj B
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Advances in cyber security (il

d;} The EU Cybersecurity Act was
, o published on June 7, 2019.
Framework for Improving Critical

Infrastructure Cybersecurity
version 1.1, issued April 16, 2018

A new Era dawns on ENISA

Baseline for Classified
Protection of Cybersecurity,
GB/T 22239-2019, effective

on December 1, 2019 \ ‘ \\

' loT Security Guideline,
issued July 2016

‘ CIVIL
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EF1UF 1 R—RUEE UTTIEEREHBIEC 62443 ||

IEC 62443 (CEREHNEH
» RIQDFBEADOFARAITEFH 1 U T+ I8 ZHE UTTNAMRIE & UTIEC 624432 U — XAV - A
= KEISANFIE UIZAR1&Z ANSI - IECHYEIFEIS X5 A (IACS) mFOtF+1 U« ffi—Hiigs UTERA

FAZERDHTIRK BAZERE IEC 62443 [CEH
= Building Control System (BCS) Y TS+ v7Zul(C

Designated System

Conclusions

=y

IEC 62443 Standards are applicable to BCS.
ISASecure certification scheme is applicable to BCS.

n

Target of |ACS Plant = -
Standards (General purpose) P ower, mart Railwa
(Petroleum. | Forgy Grid y
Chemical)
BCS cybersecurity standards and guidelines are under

— ISO/ IEC development by other entities but no product-specific
Operator =CSMS NERC NIST 62278 cybersecurity standards exist yet.

CIP IR7628 4. The |EC 62443 standards do not duplicate any BCS
S— industry cybersecurity standards.

5. No BCS cybersecurity certification scheme exists that
@ SSA WIB would be duplicated by the ISASecure certification

IEC 61850 scheme for BCS.

L

Note:
Component .EDSA IEEE I:l International Standard

(CSA) 1686 [[] ocat standard Cited from “ISA/IEC 62443 STANDARDS AND ISASECURE® CERTIFICATION:
APPLICABILITY TO BUILDING CONTROL SYSTEMS” in https://www.isasecure.org/en-US/

g ISASecure 14 ISA Security Compliance Institute
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https://www.isasecure.org/en-US/

Linux is acting on many components for IACS

DCS} Slave

M E
chip by chpoL:

IEC 62443 Part 4

IEC 62443-4-1.
secure product development lifecycle
requirements

IEC 62443-4-2:

technical security requirements for
IACS components

Target devices, level:
Embedded and network device, level-3
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Specification history

EDSA 2010.1 EDSA 2.0.0 EDSA 3.0.0 CSA1.0.0
ISA 62443-4-2 (Draft) ," // ANSI/ISA 62443-4-2

ANSI/ISA -------‘Q-----—-------______‘__________.

IEC'62443- 4- 2 (WD) IEC 524434 2 (FD) IEC 62443-4-2 (IS)

IEC -----------“-------‘---------__’._____.

* |EC 62443-4-2 (Final Draft) is adopted ISASecure certification program and ANSI/ISA standard.
* |EC 62443-4-2 International Standard version was issued in March 2019.

* |SASecure certification program changed the program name from EDSA to CSA.

e CSA program is available now.

Osaka NDS Embedded Cross Online Forum #12
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Structure for IEC 62443 certification

IEC

IEC 62443 certification program ISASecure certification program

IECEE ISCI

Scheme owner Scheme owner

Member Bodies ,
(MB) Representatives, only one MB per country

—

Accreditatiorbodies
National Certification Bodies

(NCB) _
Different for each

certification program Exida TOV CSSC
. . Rheinland
CB Testing Laboratories

(CBTL) Certification bodies
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Activity of
Security working group
towards IEC 62443
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Issues to be solved

Security is non-competitive, but cost excessive
= Certification requires special work such as implementation/evaluation specifications
= Certification requires necessary and sufficient measures

Sufficient

» Risk of re-certification = Adequate cost = EXxcessive development cost
= Development schedule delay = Adequate schedule = Market introduction delay

Certification requires a unique how-to
= To avoid compromising product availability, it is impossible to specifically describe security-related standards
= Implement what and how much?
» Provide evaluation environment in what way? Evaluate what?

Development

Difficulty Uncertainty

Cost

Osaka NDS Embedded Cross Online Forum #12 19




Provide OSBL compliant with IEC 62443 certification

Develcrsment

Difficult Uncrnoint
cost y ' y

Validated Guideline Compliant
and testing for
evidence evaluation

platform

CIVIL

INFRASTRUCTURE Osaka NDS Embedded Cross Online Forum #12
h "y — PLATFORM —
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Security working group’s mission and goal | \



Progress of the CIP assessment for IEC 62443 part 4 il

Completed the gap assessment for IEC 62443-4-1, and
started the gap assessment for IEC 62443-4-2

We are in here

Investigation of Gap assessment of CIP
IEC 62443-4-1 capabilities against 4-1
and 4-2 and 4-2

Certification for
4-1 and 4-2

Osaka NDS Embedded Cross Online Forum #12 21




The gap analysis for IEC 62443-4-1 il

Issue trucking / periodic review / patches, Identification / version control / roles, responsibility /
confirming side effects / security training, analysis development environment / vulnerability scanning
/ account management

configuration
management

requirement
definition Security requirement / threat model /

continuous scope and boundaries / checklist

improvement

‘ CIVIL
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Key challenges to meet IEC 62443-4-1 requirements

Needed special consideration caused not being a product

Configuration
management

Requirement
definition

Design

Implementation

Testing

Version control
with a snapshot of
lists of packages

Risk assessment to
ensure fixing open
CVEs

Create a threat
model for generic
requirements

Scope the
capabilities CIP
intend to
implement

Define open
interfaces which
security packages
have, general
measures how to
ensure security for
a product supplier

Considering to use
static analysis tool
when integration
and reporting the
results

Review security
fixes and notify
them

Cyclic running
automated test in
LAVA lab

Define the product
supplier obligation
to run threat
mitigation, fuzz
and penetration

Osaka NDS Embedded Cross Online Forum #12
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Preparing user friendly documents now

Documents compliant with IEC 62443-4-1

User Manual
* How to build CIP kernel and core packages
e Configuration

Security Capabilities
* List of all security packages to meet IEC 62443-4-2 security
features requirements
* details of security features which are supported by security
packages

development process documents
 Version controlling
* Review policy/cycle
* Records
* Test report

Can be reused by user certification
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Essential packages to meet IEC 62443-4-2 il

Started the gap assessment of security packages

Selected package examples:

S e e =l ae el =i etk eelangel L A@ | shadow, pam, openssl, openssh, fail2ban

FR 2 — Use control (UC) acl, audit, syslog-ng, chrony

FR 3 — System integrity (SI)

openssl, aide

FR 4 — Data confidentiality (DC) openssl, util-linux(ipcrm, ipcs), shred

FR 5 — Restricted data flow (RDF) -

FR 6 — Timely response to events (TRE) acl, audit, syslog-ng, bro
FR 7 — Resource availability (RA) nftables
& CIVIL
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Considering > Packaging > Testing

L& & & & CIP members Software update WG

Discussion & Decide Request Packages & Configurations

CIP Core

CIP Core

Reference Implementation
CIP Core

Build & Integrate Packages

Testing Build Tool

(CI)
e
erne ‘Q’ eal-Time

CIP Reference Hardware
Tested on targets £/ Z

Security
WG
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secure element
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Competitive
point

Verified Linux Package (VLP)
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Competitive
point
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Advantages comparison CIP vs Non-CIP(OSS) distributions

Non-CIP
(OSS)

Dedicated kernel maintainers for SLTS up to 10 years v %
IEC-62443-4-x assessed platform by accredited Certification Body v %
Close monitoring of CVEs at user and kernel level v y
Extended support from Debian ELTS for specific packages v

X
Regular automated testing on multiple SOCs with published test results on v
KernelCl X
Strong support from big players of embedded system industry v %
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Maintaining IEC-62443-4-x certification for long term il

Final certification for IEC-62443-4-x

CB defines change control process along with certification

A 4

Modifications after IEC-62443-4-x certification

Follow change control process and modify/update certified product

After 3 years CB audits all the past changes

If all changes are found in accordance with change control process, certification is
renewed/invalidated

‘ CIVIL
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To close

Osaka NDS Embedded Cross Online Forum #12

31



The backbone of CIP are the member companies il

RRENESAS SIEMENS TOSHIBA
b
A Gadelbinks HITACHI  ngO> A Plat Home

'ﬁ' C}J-t)crtrust h"l Eplrf thE Nﬂ Theere we are, Iskerret of Thirgs

CIVIL
INFRASTRUCTURE

PLATFORM Developers
Budget ? 9 - L

E o o malntainers

1 Contribution & usage [ integration

Open Source Projects (Upstream work) é G) LINUX @ debian -,'.'::- Repraducible  EDGEJFOUNDRY
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Join us

CIP for sustainable Smart Cities with Open Source Software

\‘ RENESAS SIEMENS TOSHIBA
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Thank you!
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